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Top amenintari cibernetice

Assessed Assessed Change in
Trends 2016 Top Thireats 2047 Trends 2017 ranking

Top Threats 2016

-

. Malware 1. Malware

2. Web based attacks 2. Web based attacks

3. Web application attacks 3. Web application attacks
4. Denial of service 4. Phishing

5. Botnets 5. Spam

6. Phishing 6. Denial of service

7. Spam 7. Ransomware

8. Ransomware 8. Botnets

9. Insider threat 9. Insider threat

10. Physical 10. Physical
manipulation/damage/ manipulation/damage/
theft/loss theft/loss

11. Exploit kits 11. Data breaches

12. Data breaches 12. Identity theft
13. Identity theft 13. Information leakage

14. Information leakage 14. Exploit kits
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15. Cyber espionage 15. Cyber espionage

Legend:  Trends: © Declining, 2 Stable, € Increasing
Ranking: P Going up, -» Same, {, Going down




Statistica malware

= Total Malware

Peste 250.000 de noi
forme de malware
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Evolutia programelor ransomware
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Alerte de securitate cibernetica
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Global Cybersecurity Index 2017

Pentru Romania, se evidentiaza necesitatea:

e actualizarii cadrului normativ;
e dezvoltarii de standarde pentru organizatii;

* adoptarii de metrici de evaluare a starii de securitate;




Cadrul european in domeniul securitatii cibernetice

e Conventia privind criminalitatea informatica;

e Strategia de securitate cibernetica a Uniunii Europene;
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tru un nivel comun

* Directiva (NIS) pr%d




Cadrul national in domeniul securitatii cibernetice

* Conventia privind criminalitatea informatica;

* Strategia de securitate cibernetica a Romaniei;

* Noul Cod | Cod de Pro




Proiectul de Lege privind asigurarea unui nivel comun
ridicat de securitate a retelelor si sistemelor informatice

* cadrul de cooperare la nivel national si de participare la
nivel european si international in domeniul asigurarii
securitatii retelelor si sistemelor informatice;

e autoritatile care detin competente si responsabilitati in




Proiectul de Lege privind asigurarea unui nivel comun
ridicat de securitate a retelelor si sistemelor informatice
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Strategia de securitate cibernetica a Romaniei

Actualizarea Strategiei prin:

* includerea de obiective clare, cu indicatori de monitorizare si

evaluare a liniilor strategice din domeniu;
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Cadrul legislativ national

Adoptarea unei legislatii comprehensive si actualizate in
domeniul securitatii cibernetice, care sa sprijine dezvoltarea
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Dezvoltarea culturii de securitate cibernetica

Pentru dezvoltarea culturii de securitate cibernetica, cele
mai importante parghii sunt:

* educatia si cercetarea;




Educatia si cercetarea

* Programe educationale la nivelul invatamantului pre-universitar;
* Programe universitare (licenta, masterat, doctorat);

* Publicatii in domeniul securitatii cibernetice;

* Platforme pentru promovare si constientizare;
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Mecanisme de cooperare

* prin acorduri punctuale intre organizatii:

e pe orizontala ( structure sectoriale nationale);
e verticala (structuri internationale);




Divulgarea coordonata a vulnerabilitatilor

Cu sprijinul Ministerului de Afaceri Externe, Romania este
parte a initiativei Global Forum on Cyber Expertise (GFCE).

GFCE




Politici publice de securitate cibernetica

Adoptarea unor politici publice unitare la nivelul statelor
membre vor asigura ecosistemul necesar asigurarii unui
spatiu cibernetic mai sigur.




0.9% January 2018

fﬂfﬁ « Individuals —

« Human health and social work activities

1.7% /0-9% Distribution of Targets

- Financial and insurance activities
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~ Multiple Industries
u Public administration and defence, compulsory social security
& Fintech

« Information and communication
~ Education
Arts entertainment and recreation
- Transportation and storage
® Unknown
o u Wholesale and retail trade
~Activities of extraterritorial organizations and bodies

Electricity gas steam and air conditioning supply

Manufacturing hackmageddon.com
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